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Discussion
[bookmark: _GoBack]SNPN UEs that are to be remotely provisioned need to select and connect with a network that can provide connectivity to an appropriate provisioning server. This network may be a PLMN or a SNPN (though not necessarily the UE’s home SNPN). It is a question how the UE may select this network to be able to access the provisioning server. It may be assumed that the UE may be pre-configured with the network identifiers in the manufacturing facilities or it may be manually selected. But this network pre-configuration can never be guaranteed. The manufacturers may not have the information and it’s not practical to manual select the network for large amount of devices. Based on this consideration, a new approach, where the UE doesn’t depend on the pre-configuration or manual selection to select the network, is proposed. Basically, the UE to be provisioned scans the available networks that are capable of remote provisioning and try to find an appropriate network that can connect it to the right provisioning server through a “trial and error” process. 


Proposal
It is proposed to adopt the following solution into TR 23.700-07.
FIRST CHANGE – ALL NEW TEXT
[bookmark: _Toc23326075][bookmark: _Toc23326573]6.X	Solution #X: Solution for UE onboarding and remote provisioning
[bookmark: _Toc16839383][bookmark: _Toc21087542][bookmark: _Toc23326076][bookmark: _Toc23326574]6.X.1	Introduction
This solution addresses Key Issue #4 “UE onboarding and remote provisioning”. The solution enables a UE, which doesn’t have preconfigured network selection configurations, to find an appropriate network that provides access to a Provisioning Server and retrieve its provisioning information through the network.
[bookmark: _Toc23326077][bookmark: _Toc23326575]6.X.2	Functional Description
In this solution, there are two roles of network: “Home SNPN Network” and “Provisioning Access Network (PAN)”. A Home SNPN Network is the network that the UE belongs and needs to get provisioning info for, and a PAN provides the temporary connectivity for the UE to access the provisioning server. A PAN may be a PLMN or a SNPN which has a Provisioning Server or is associated with a 3rd Party Provisioning Server. A Provisioning Server may be shared by multiple PANs. The PAN may happen to be the UE’s Home SNPN Network too. These two network roles are illustrated in Figure 6.X.2-1.


Figure 6.X.2-1: Provisioning Access Network and Home SNPN Network
This solution has the following assumptions:
· The UE to be remotely provisioned doesn’t have any pre-configuration for network selection
· The UE to be remotely provisioned has pre-configured credentials (e.g. certificates) which can be verified by a Provisioning Server associated with a PAN.
The main aspects of the solution are:
· Each PAN that is able to provide access to a Provisioning Server broadcasts a flag to indicate such capabilities.
· The UE to be remotely provisioned scans the available networks that broadcast such a flag and store a list of available PANs.
· The UE selects one available PAN, makes subscription-less registration with the PAN. The UE and the Provisioning Server performs mutual authentication. If the Provisioning Server recognizes the UE and the UE’s credentials are verified, the UE may establish temporary connectivity to the server and retrieve the provisioning information from the server.
· If otherwise the UE is not recognized by the Provisioning Server which means that the UE has selected the wrong PAN, the UE may try another PAN in the available PAN list. And the UE may repeat the procedure until it finds the right PAN and retrieves the provisioning info.
[bookmark: _Toc25934679][bookmark: _Toc26337059][bookmark: _Toc26337100]6.1.3	Procedures
Figure 6.X.3-1 shows the high-level procedure of the solution.


Figure 6.X.3-1: Provisioning Access Network and Home SNPN Network
1. The networks that supports remote provisioning broadcasts a flag indicating such capability.
2. A deployed to-be-provisioned UE scans the available PANs in its location by reading the flag of remote provisioning support in the network’s broadcast information. The UE may start the scanning upon power-on or periodically. If remote-provision-capable networks are found, the UE stores the identifiers of such networks in a list of Available PAN.
3. The UE selects a network form the list of Available PAN and tries to make subscription-less Registration with the PAN.
4. During the registration procedure, the UE or the Provisioning Server that is associated with the PAN may initiate mutual authentication using the UE’s pre-configured credentials. The network function (e.g. AMF) may broker the authentication procedure between the UE and the Provisioning Server. 
Editor’s note:	The authentication procedure is to be studied by SA3.
5.  If the Provisioning Server has the provisioning info for the UE, it should be able to recognize the UE and verify the UE’s credentials. If the authentication is successful, the PAN accepts the Registration.
6. The UE establishes the temporary UP connectivity to the Provision Server and retrieves the provisioning information, which may include its identifier and credentials for its home network, home network selection configuration, URSP rules, etc. 
Note:	The protocol for retrieving provisioning info is outside 3GPP scope.
7. Using the received provisioning information, the UE may try to register with its home SNPN network.
8. If otherwise the PAN that the UE selects is not appropriate and the Provisioning Server can’t verify the UE, the UE may receive Registration Reject with proper cause. 
9. Then the UE may select another PAN from the list of available PANs and repeat the procedure, until it finds the right PAN and Provisioning Server, or exhausts the list.
[bookmark: _Toc25934680][bookmark: _Toc26337060][bookmark: _Toc26337101]6.X.4	Impacts on existing entities and interfaces
Editor's note:	This clause lists impacts to existing entities and interfaces.

END OF CHANGES
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